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1. {EHNRG %% Global Protect
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Installing & Using GlobalProtect

Connect via Browser or Install Desktop Agent - PC & Mac

Using the Desktop Agent - PC & Mac

Install the Desktop Agent - Personally Managed Devices

Install & Use the Mobile App - i0S Devices

Install & Use the Mobile App - Android Devices

2. EFHLin%Z %% Duo Mobile App

16 H A HIFHUITE T S BAFFE 5L R 3 Duo Mobile IX4~ app B3 H N T ) 8E#%
10S *F-&: https://itunes.apple.com/us/app/duo-mobile/id422663827?mt=8
Google Play - &
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
i Microsoft 24t FH1: https://www.microsoft.com/en-us/p/duo-
mobile/9nblggh08mig

Z3EIEF . https://it.colostate.edu/duo-two-factor-authentication/how-to-

register-devices/#register-app
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Install the Desktop Agent - Personally Managed Devices

Watch: Install and Use GlobalProtect on a Personal Device [5 min.]

Or follow the text instructions below:

1. From any browser on your PC or Mac type in gateway.colostate.edu into the address bar.

G @ gateway,cu\aslate.edu‘

uick access, P"“’i €D gateway.colostate.edu

2. You will be presented with the CSU NetlD log in screen. Enter your NetlO and password to authenticate.

[} COLORADD STATE UNIVERSITY

NetlD Login

NetiD:

Password:

Dtsabile Single Sign-On far this sezsion

Logn

3. You will be sent ta the Duo authentication page. Should you not already have Duo installed, please find instructions here.

2. {EH -SRI T 45" enable two-factor authentication” X M ETIHE I T4); B ¢EA
145505 “register device”

Two-Factor Authentication

Two-factor authentication makes your account more secure by requiring an additional piece of information beyond your username and password. When
you log in to Colorado State University using https://secure.colostate.edu or using the Pulse Secure desktop or mobile client, you will be required to

validate your login credentials using a device you are in possession of. This is done by using the Duo Mobile app on your smartphone, receiving a phone

call, or generating a six-digit key from a hardware token

View Help Document \
Opt In

Z_Enable Two-Factor Authentication

Y
—

Registered Devices 4 Register Device
Device Name Number Extension Platform Activated Action
vz ) Apple iOS True reactivate delete modify test
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3. 3H5. Device Name X — 0] LABA{HIE, HERFHH—MMCST . WRIRHME
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HEEATFIS . ZEENEERXS, ETFILE+86

HARHE AT +8EXXXXXXXXXX (- X 5 el /R [ Y ML
Two-Factor DeviceAManagement

Add Device

Device Name IZJE@

Phone Number i.e. 9494917276 or +33140205050 (no spaces)

Extension Voo 5
FHFHLEEX — A H

Type Please select a type ¥

Platform

Please select a platform v

‘ Save ‘ Cancel
[
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4, VUK Type, fE NHHIEHEFIESE Duo mobile app

Type Please select a type *
Platform
o phone call nYy
DUO mobile app
Seree Cancel Junknown

5. FIEE Platform, £ NHLAJEAE LM H CFHLIERIE R G T #%

Add Device

Device Name

Phone Number i.e. 9494917276 or +33140205050 (no spaces)

Extension

Type Please select a type ¥

Platform Please select a platform v ‘VL !J"’\)’\ l'] Ll4 ,l- “LM: J |J I'ltJ ‘]‘l?" f 3 5]:2 '/17'|: 4;|2L ©
Please select a platform ) oLl - « KTL Y 4 423 (1t

save | Cancel | ApPlEiOS R, iR /L'_'J” H R R4t

Generic Phone (@/01] 1F: /\J X ) LJ‘IAL: J'ﬁGeneric Slnal'tphone
Google Android
javaj2me
Palm WebOS
Rim Blackberry

Symbian OS
Windows Mobile
Windows Phone 7

6. WJamidr Save, PRAFUCE. S IRUCEIE)E 5 HIUT XAl — e i) it

T -

Two-Factor Device Activation

Device Name | Number Platform

LCam the Ram iPhone . 9999999999 Apple i0S

Once created, devices need to be linked to your account. Launch the Duo Mobile App on
your device, click the "+" icon at the top right, then scan the image below.

Final screen if using a Smart Device.

Return
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7. ¥FTHFARFHLER) Duo Mobile app, Miidx LR “+7 5, SREFIHE 4Emd. Hf
B AUERPA]
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Duo helps you log in securely. You'll use this app
to approve your logins after entering your
username and password on your computer.

APPROVE
LOGIN?

AT B E
B ]

Add Account

8. WHE5EME, duo mobile {3 JUHI N AZ AT AR R ALHIX A4
TN, RS SR Rl e AT DAAE RT3 05 1

Check out these new features!

[‘g Colorado State University 0 ]
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Two-Factor Authentication

Two-factor authentication makes your account more secure by requiring an additional piece of information beyond your username and password. When
you log in to Colorado State University using https://secure.colostate.edu or using the Pulse Secure desktop or mobile client, you will be required to
validate your login credentials using a device you are in possession of. This is done by using the Duo Mobile app on your smartphone, receiving a phone
call, or generating a six-digit key from a hardware token - T g = =

W RX PR WG, B “true
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View Help Document

Opt In \

¥ Enable Two-Factor Authentication \

Registered Devices X 4 Register Device
Device Name Number Extension Platform Activated Action

I pleios (e ) |ceactivate delete modify test
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& GlobalProtect B3 o X

Geﬁ COLORADO STATE UNIVERSITY | AUTHENTICATION REQUIRED

Duo Required

R U

TR
Device:
108 (OOC-X00(-3584) E

Send Me a Push

Call Me

Enter a Passcode

[ Remember me for 30 days
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1. https://gateway.colostate.edu/global-protect/logout.esp?code=0 m7 M T1, 1&E

A3 Chrome, Edge, Firefox, Safari, and Brave Zx| } a8 3T FF M 51,

C @ gateway.colostate.edu |

uick access, p"“ej b gateway.colostate.edu

2. TRB=FER CSU NetlD WERTE. BALH NetlD MZHBINFHITIALE.

) COLORADD STATE UNIVERSITY

NetlD Login

Disalrbe Single Sign-Ow for this wession

Login

3. IRBS#IXE| Duo TAIETUHE . NRIRIEEE L% Duo, TBEX E#ZE1R A
https://it.colostate.edu/duo-two-factor-authentication/ .

Duo Required

CSUSYSTEM = Settings
S09

Device:

Samsung Note 10+ (XXX-XX vI

Send Me a Push

Call Me

Enter a Passcode

[0 Remember me for 30 days
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b. % =M entera passcode. FIHTIAILUETTZ—FF, 4T duo mobile
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COLORADO STATE UNIVERSITY AUTHENTICATION REQUIRED

Duo Required

CSUSYSTEM = Settings
R

Device:

108 (XXX v

Send Me a Push

Enter a Passcode

[] Remember me for 30 days
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